


FORM 4

Access to NHSFV Network and Electronic Information Systems Terms and Conditions
Users are reminded that a serious breach of these Terms and Conditions could result in disciplinary action up to and including dismissal.

1. Access to Network and Electronic Information System(s) (EIS(s)) will only be permitted if you have read, understood and signed this document to agree that you will abide by these Terms and Conditions of Access.
2. Audits to ensure compliance with these Terms and Conditions of Access will be undertaken periodically by suitably authorised personnel with or without prior notification.  Staff MUST co-operate with any audit when required and this is a condition of access to NHSFV Network and EIS(s).
3. In the event that a User is found to be in breach of these Terms and Conditions, NHS Forth Valley will be entitled to remove all access to the Network and EIS(s).  A serious breach could result in disciplinary action up to and including dismissal.
4. The only permitted access to any EIS(s) is with authorised approval in writing from an Authorising Officer and only through an authorised connection to the NHS Forth Valley Area Network. 
5. The Network and the EIS(s) must only be used for lawful purposes and is restricted to work directly related to NHS Forth Valley’s business.  It may not be used for personal and/or recreational use.  Any violation of any UK law or regulation is prohibited e.g. harassment, the transmission of computer viruses, copyright material, material legally judged to be defamatory, offensive, abusive, threatening, pornographic or obscene and material protected by ‘trade secret’.  Ignorance of either the content of the material or the relevant law is not a defence in law.
6. All incidents e.g. any breach in Confidentiality MUST be reported immediately to your Line Manager, the Information Governance department and via the incident report form (IR1).
7. No person identifiable sensitive data should be stored locally (hard drive) or on removable media without adequate protection (minimum accepted level of file encryption).  Users should refer to the NHSFV Acceptable Use of Moveable Media Policy for further guidance.  Note: A secure network share is provided for staff use.  This is a secure storage area backed up by the ICT department.  
8. All information held within EIS(s) is CONFIDENTIAL and access is restricted to work directly related to NHS Forth Valley patient and staff services.
9. You are not permitted to “browse” through electronically held information.  The right of access is limited to accessing, for example, the results for a specific test for a specific patient at a specific time and the patient must be under your direct clinical care.
10. You are reminded of your responsibilities under:
a. The Data Protection Act 1998 with regard to the protection of personal data; the Human Rights Act 1998; the Computer Misuse Act 1990; the Copyright Design and Patents Act 1988; the Freedom of Information (Scotland) Act 2002; and the Caldicott Principles.
b. The NHS FV Information Security Policy particularly in respect to the principles of Confidentiality, Availability and Integrity of the information.
c. NHSFV Data Protection & Confidentiality for Personal Information Policy
d. NHSFV Acceptable Use of Mobile Media
e. Guidance and Codes of Conduct from your professional body.
f. Local Systems Security Policies and Operating Procedures.
11. You are reminded that you are personally responsible for the security and confidentiality of any information that you use or retrieve from the Network and EIS(s).

12. Users are responsible for the security of IT equipment.  Mobile devices should be stored securely when not is use.
13. You are NOT permitted to:
a. Access the EIS(s) by using another person’s username and password.
b. Disclose your username and password to any other person whether an approved user or not.  All passwords are provided for an individual to access the EIS(s).  Re-approval must be obtained when your grade, location, speciality etc has changed.
c. Create websites without first contacting NHSFV Webmaster.

d. Create databases without first contacting the ICT department.  Upon creation, the database must be registered with the Information Governance department.

e. Reposition or remove static IT equipment without first contacting the ICT department.

f. Use the NHS FV network for advertising or any other form of promotional activity.

g. Access personal information relating to yourself (exception is eESS/LearnPro).  Further advice can be obtained from the Information Governance Department, 01786 433285.
It is recommended that you keep a signed copy of these Terms and Conditions for your own records.
User Declaration:
I accept responsibility for the safe keeping of all personal identifiable information.  I will never attempt to access or disclose any information without authority, and agree that, in the performance of all duties as an employee of NHS Forth Valley, I will abide by my legal obligation to hold all information in confidence.

I have received, read and understand my obligations in relation to the following Information Governance policies:
a) NHSFV Data Protection & Confidentiality for Personal Information Policy

b) NHSFV Information Security Policy
c) NHSFV Acceptable Use of Email Policy
d) NHSFV Acceptable Use of Internet Policy
e) NHSFV Acceptable Use of Moveable Media Policy
	Sign:
	
	Date:
	

	Print Name
	
	
	


Note: A copy must be retained in employee’s personnel file and the employees should retain a copy for their own records.















