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1.  Executive Summary
The world is changing and NHS Education for Scotland (NES) aims to be a dynamic organisation embracing new technologies and ways of working. The rise of social media is changing the way we, and every other organisation in the world, conducts its business. Millions of people use social media every day responsibly and it is becoming an increasingly important communications tool. 

There are some inherent risks in social media which we have addressed in this policy.   However, if you behave online with the same care, consideration and thoughtfulness as you would offline in meeting and on paper, and in accordance with all NES policies, then the range of social media platforms available to us offer powerful ways of consulting and communicating with our audiences. 

The goals of this Policy and Guidelines are to:

· understand how social media can be used effectively to contribute to NES work

· help staff participate online in a respectful, professional and meaningful way that protects and protects the NES brand and reputation, whether they are using social media for approved NES purposed or on a personal basis

· ensure that all participation is inclusive, promotes equality and follows the spirit as well as the letter of the relevant laws

· ensure staff are aware of their responsibilities to avoid:

· breaching copyright on NES-owned materials (this applies to image, sound recordings, video and text:  http://www.knowledge.scot.nhs.uk/home/footer/rules-and-permissions-for-use-of-online-community-services.aspx
· breaching externally held copyright (e.g. images, sound recordings, video and text which NES does not own)

· breaching permissions of the subject of digital images
Although there are two separate sections for the business and personal use of social media, this reflects the fact that there is an approval process for business use but much of the guidance and Good Practice Guidelines are equally relevant to both types of use.

Key Messages:

1.  Use your common sense.

2.  If you would not say something at (verbally) a meeting or in any other public situation or (in writing) in a paper or report then do not say it on a social media platform of any kind.  Remember – messages can go viral very quickly!

3.  If you are a member of a professional association/body you are duty bound to comply with their policies or codes of conduct.  Failure to comply could affect your professional registration.

4.  Read, absorb and abide by NES policies and guidelines – they are designed to protect you.

5.  The use of social media platforms should be part of a wider communications strategy and not a stand-alone activity.
2.  Social Media Defined

Social media is a term used to refer to online technologies, tools and practices that are used to share opinions and information, promote discussion and build relationships. 

Social media services and tools involve a combination of technology, telecommunications and some kind of social or personal interaction.  The term social media can be applied to the digital tools in question, their applications and collaboratively developed resources, materials, work spaces and practices. 

There are some examples of some of the best known social media which fall into the following categories which are:  

· Communication & social networking: Facebook, LinkedIn, video conferencing, Skype, Adobe Connect, Shared Spaces, Community Websites, RSS Feeds

· Blogging, microblogging and instant messaging: Blogger, Typepad, Twitter, Instant messenger, SMS, Community Website – Blog

· Collaborative discussions, social bookmarking and editing: Wikimedia (Wikipedia), PB works, Doodle, Del.icio.us,StumbleUpon, Community Website – discussion & wikis

· Education and entertainment: Virtual worlds Life,)

· Multimedia: Vimeo, YouTube, Flickr, Photoshop etc, Community Website – Audio & video widget

Using social media in itself does not automatically make for good practice. To be effective, initiatives must form part of a wider communications strategy. 

Mobile applications and accessing the internet through mobiles is a growing area and the increase in Smartphones is allowing people to access the internet with ease and at point of need.   NES employees should be aware that this policy and the guidelines are equally applicable to mobile access and applications.

3. Policy for Business Use
Section A:  General Requirements
1. Written permission should be requested from the Information Governance Manager via the Digital Delivery Board before developing a NES/NES project presence in any form of social media, including tools provided by the NES Knowledge Services Group

2. Requests should be sent to the Head of Communications, using the Business Case Submission TemplateForm attached at Section E.
3. The Business Case must describe which social media is involved, the nature of the NES/NES project presence, the purpose of the presence, a risk analysis, how the presence is to be resourced and managed, how the information on the Social Media site will be stored for FOI purposes and finally an exit strategy.  For the sake or clarity, this excludes the use of the Doodle Poll facility for organising meetings.
4. A copy of the Business Case must be submitted at the same time to the Corporate Communications Department for comment.

5. The Knowledge Network managed by the NES Knowledge Services Group has a range of social media tools available.  These options must be considered first before using external sites.   The Knowledge Services Group has produced a guide to their tools and it is available here  
6. You should not disclose information, make commitments or engage in activities on behalf of NES or of your project unless you are authorised to do so by your Line Manager.  This authority may already be delegated or may be explicitly granted depending on your circumstances.  If you have any doubts, please contact your relevant Line Manager/Director as appropriate.
7. You must know and follow all NES policies relevant to Social Media usage (see Appendix C)
8. NES employees are personally responsible for the content they publish on blogs, wikis or any other form of social media.  Be mindful that what you publish will be public for a long time.  It is also the case the NES might be held liable for the unintentional publishing of malicious code on a site.
9. You must respect copyright, fair use and financial disclosure laws.
10. You must have methods (e.g. excel, CSV, XML, HTML or PDF format) or a plan in place to capture the content of any external Social Media you use so that it can be held on NES systems as part of an information governance audit trail This should be part of the community or project exit plan.  This is particularly important if the tool is used for consultation or discussion since it will form part of the evidence base for decision making. 
Section B:  Using Social Media Platforms belonging to other organisations/individuals

There will be occasions when it is appropriate to use social media platforms belonging to other organisations and individuals to communicate on behalf of NES, e.g. sharing or retweeting.  An example might be a publication being used to promote vacancies/ consultation opportunity/ product launch.  As our approach to working more closely with other agencies increases, this opportunity may become more available.

In such cases, you should:

1. ensure the Corporate Communications Department is informed in advance
2. ask that partner agencies advise you if they use social media and will be referring to any NES activity

This will enable NES to retweet where appropriate and also ensure that the NES brand and reputation is protected.

Section C:  Line Manager Guidance
1. Under this Policy, managers should be clear on the social media participation appropriate for any project and that individual staff members should be identified for managing the agreed social media for the project once appropriate approvals have been received.  Managers requiring guidance should contact the Corporate Communications Department in the first instance.

2. Managers should bear in mind concerns about impartiality, confidentiality, conflicts of interest or commercial sensitivity.
3. In some cases, individuals may be dealing with some matters which are so sensitive that additional rules may have to be set on what they can and cannot talk about on their personal blog or any blog which they establish or manage on behalf of NES or their NES work.
Section D:  Information Governance 
Although there is no requirement to retain a corporate record of NES-related social media posts, it is necessary for colleagues who are the owner/founder of social media pages to ensure that information governance related risks are managed appropriately, in particular:

· Care should be taken to ensure that any significant content, for example, consultation responses or input to policy development is retained on file by the owner/founder of the social media page;
· Pages should be monitored regularly (at least once every week) to identify any posts e.g. requests for information under Freedom of Information or potential formal complaints which may require a NES response.  Responses should be issued in accordance with the appropriate organisational policy or procedures.
Section E:  Business Case for the use of Social Media to support NES activity

- Checklist - 

Before completing this Business Case, please ensure you can meet the checklist criteria below.

· Does this use of social media fit with your Directorate’s/project’s business needs?

· Is it part of your wider communications strategy?

· Does this fit with the NES Marketing and Corporate Communications strategy? 

· Is it technically feasible?  Have you discussed the proposed use with IM&T colleagues?
· Have you considered the technical implications required for the delivery of your proposal? Did you know that you must have an individual Facebook profile in order to set up and administrate a Facebook page or group? Please see below some useful links for more info and guidance around this:
· http://www.socialmediaexaminer.com/how-to-set-up-a-facebook-page-for-business/  (This is a step by step guide to setting up and populating a Facebook page for business) 
· http://www.socialmediaexaminer.com/integrating-your-facebook-page-with-your-facebook-profile/  (This provides information about how your personal profile will work alongside the business page you have set up)
· Is it appropriate to and accessible by the target audience, particularly NHSScotland staff, many of whom will be unable to access any social media from their workplace?  

· Is there clear governance in place over significant new content and participation?

· Is it cost-effective?

· Have you identified sufficient resource to maintain the site over the long-term, e.g. responding to questions/comments or moderating a forum?  Have you discussed the resource requirement with IM&T colleagues?

· How are you going to evaluate the success of the proposed channel?
· Does the channel meet NHS accessibility requirements?  Have you read the Accessible NES Policy? The Scottish Accessible Information Forum also has some useful general guidance on accessibility : http://www.saifscotland.org.uk/information-and-advice/what-about-social-networks-and-accessibility/#sthash.Gv1VJ4iO.dpbs
· Does it meet NES brand and style guidelines?

· Are there clear legal terms and conditions?

· Are there clear user rules?

· Any NES or NES-related project social media site or DVD for posting on YouTube or similar activity, should incorporate an approved logo, appropriate photographs and ensure that you coordinate with other NES web/social media sites. Have you contacted the Corporate Communications Department to discuss your requirements?

· Have you considered your exit strategy should you no longer wish to maintain your social media platform?

Business Case Submission Template

Applicant:




Line Manager or Director:

Name:





I am aware of and support this

Title: 





application.


Directorate:

Email address:



Name:

Telephone Number:



Signature:

Date:





Date:

Declaration:    I confirm that I have read, understood and adhered to the NES Social Media Policy and Guidelines in developing this Business Case. 

Signed:  

Date:  

	1
	Social Media to be used e.g. Facebook, Twitter, Vimeo, Flickr, YouTube etc 
	

	2
	Did you consider the use of social media tools offered by The Knowledge Network?  Please explain why you decided against using them.
	

	3
	Activity/Activities to be supported by Social Media
	

	4
	For what purpose do you wish to use Social Media (remember that many Boards ban access to Social Media so staff would be unable to participate during working hours)
	

	5
	Who will be responsible for monitoring the content generated and how will this be done?
	

	6
	Describe the risks you have identified in using Social Media for this purpose
	

	7
	How will you manage those risks?
	

	8
	Describe how this fits into your Communications Strategy and outline other communications/promotional/consultation mechanisms in placed/planned to support this activity
	

	9
	Given our FOI responsibilities, outline your plans for retaining the content generated for long term records keeping purposes (by NES or by other users of your Social Media activity)
	

	10
	How will you evaluate the success of your use of Social Media for this purpose?
	

	11
	Are you in a position to meet the technical implications of your proposal?  If not, what steps are required to enable you to do this?
	

	12
	What is your exit strategy?
	


Please send the completed form to:

Interim Head of Corporate Communications: stuart.baird@nes.scot.nhs.uk

Digital Delivery Board Decision
I confirm that the Digital Delivery Board has considered this request and that:

a) permission for this request has been given


Yes
No

b) permission for this request has not been granted

Yes
No

Comments:

Signed:

Date:
4. Policy for the Personal Use of Social Media 

Introduction
In online social networks, the lines between public and private, personal and professional are blurred.  This Policy sets out the principles which employees are expected to follow when using social media in their personal lives.  The internet involves fast moving technologies and it is impossible to cover all circumstances, however, the principles set out in this document should be adhered to at all times.

The intention of this Policy is not to stop employees from conducting legitimate activities on the internet, nor to limit enjoyment or stifle constructive criticism.  Rather, the intention is to highlight those areas where problems can arise for both individual staff members and the organisation as a whole.

Scope
This policy applies to all NES employees regardless of grade, length of service or working pattern/hours, and to trainees employed by NES.

Engaging with social media

Adhering to guidance issued by professional and/or regulatory organisations

Professional organisations, including the NMC and BMA, have developed guidelines for members regarding personal use of social media.  This policy has been developed to complement and strengthen the guidance issued by professional and regulatory organisations, and NES employees who are also members of a professional organisation should ensure their compliance with guidance issued by their organisation.  

Naming your employer in your online profile

Whenever employees engage with social media and post information about their work or employer, it is highly likely that the information shared will be circulated to a wide audience.  Although members of staff are not acting on behalf of the organisation in a formal capacity when engaging with social media in their personal lives, they must be mindful that (depending on the content) their online posts could potentially be damaging to NES if they are inaccurate or 'flippant'.
To this end, although it is acceptable for members of staff to say that they work for NES in posts and during online conversations; they should ensure that their personal online profile carries the following disclaimer: “The postings on this site are my own opinion and don't necessarily represent NES policy or opinion.”
Confidentiality and sharing information about your job on social media

Employees should not write or report on conversations, meetings or matters that are confidential or internal to NES or any partner organisations which they may be placed in as a trainee or secondee.  The unauthorised disclosure of confidential information would constitute misconduct under the NES Disciplinary Policy.

Employees are encouraged to be cautious and thoughtful when posting information regarding colleagues, visitors to NES and other service-users.  It is important to remember that, in some cases, the content of online posts could amount to bullying or harassment (please see P 9 for more information).  
Sharing photographs taken on NES premises or at NES events
Members of staff must not share photographs of their colleagues nor of visitors, without their permission.  

Blogging

1. If you already have a personal blog or website which indicates in any way that you work in NES, you should tell your manager.
2. If you want to start a personal blog outside office hours, and your blog/website will say that you work for NES, you must tell your manager.
3. If your blog makes it clear that you work for NES, it should include the following disclaimer:  ‘The views expressed here are my own and do not necessarily represent the view of NHS Education for Scotland’.

4. Do not reveal confidential information.  Consult your manager if you are unclear about what might be confidential.

5. You should not use your blogs to attack or abuse colleagues.  You should respect the privacy and the feelings of others.  Remember that if you break the law on your blog (for example by posting something defamatory), you will be personally responsible.

6. If you think something on your blog or website gives rise to concerns about a conflict of interest and, in particular, concerns about impartiality or confidentiality, this must be discussed with your manager.
7. If someone offers to pay you for blogging, this could constitute a conflict of interest and you must consult your manager.

8. If someone from the media or press contacts you about posts on your blog that relate to NES in any way, you must advise your manager and the Head of Corporate Communications (or other member of the Promotion and Publicity Team within Corporate Communications) immediately.

What to avoid when using social media

Any communications which employees make in a personal capacity through social media must not:

· Breach confidentiality by:

· revealing confidential information about NES
· revealing confidential information about a colleague or service-user;

· discussing the organisation’s internal workings or future plans which have not been communicated to the wider public.

· Breach copyright, for example by:

· using someone else’s images or written content without permission; or

· failing to give acknowledgement where permission has been given to reproduce something.

Discrimination, harassment and “cyberbullying”

The internet and social media have now become thoroughly integrated into our everyday lives.  As a result, the online conduct of individuals has the potential to cause great harm to others if it is negative.  

All employees are advised that they must refrain from any online behaviour which could be considered to be discriminatory or which may constitute bullying or harassment of colleagues or service-users.  This includes, for example: making offensive comments relating to gender, gender reassignment, race (including nationality), disability, sexual orientation, religion/belief or age; using social media to bully another individual (“cyberbullying”); and posting images that are discriminatory or offensive (or links to such images).

Incidents of discrimination, bullying or harassment which take place via social media will be managed in line with the NES Dignity at Work and Disciplinary Policies.

If members of staff have any concerns in this respect, they are encouraged to contact their line manager or HR Business Partner for informal discussion and advice in the first instance.

Employee Conduct
Employees should note that there are now a number of cases in which NHSScotland employees have been dismissed for inappropriate use of a social website or other media.  Members of NES staff who are found to breach the Personal Use of Social Media Policy will be managed in line with the NES Dignity at Work Policy and/or NES Disciplinary Policy as appropriate.
Existing NES policies which complement the Personal Use of Social Media Policy

A framework of NES policies and procedures exist to provide employees with guidance and advice on issues such as information governance, e-communications, acceptable use of the internet during working hours, dignity at work and disciplinary issues.  This Policy has been designed to complement the existing framework and should be read in conjunction with the following:

· NES Information Governance Policy

· NES Information Security Policy

· NES e-Communications Policy

· NES Internet Acceptable Usage Policy

· NES Dignity at Work Policy

· NES Disciplinary Policy and Procedures

· NES Policy and Good Practice Guidelines for the Use of Social Media

Implementation and Review

This policy will be reviewed on a two-yearly basis, with amendments, to meet legal compliance, being made as appropriate following consideration by employees, staff representatives and management.
Legal Framework

Relevant UK legislation

Employment Rights Act 1996:  This is a wide-ranging piece of employment legislation which confers a number of rights on employees including:  the right to receive a statement of employment particulars and pay statements; the right to protection of wages for certain employees; the right to protection from suffering detriment in employment; maternity rights; the right not to be unfairly dismissed; the right to receive notice before being dismissed and a written copy of the reason for dismissal; the right to time off work for (i) public duties, (ii) ante-natal care, (iii) to take part in trade union activities, and (iv) to look for work or take part in training if the employee is being made redundant.

Common Law Duty of Fidelity:  The common law duty of fidelity is included in all statements of particulars and contracts of employment as an implied rather than an explicit duty.  By virtue of this, employees by implication agree to serve their employer loyally and in good faith and not to act against the employer’s interest.  This is a wide-ranging duty that subsists throughout employment up to the termination date and requires the employee to refrain from the following:  disrupting the employer’s business, misuse of property; encouraging clients to take their business elsewhere; and setting up in direct competition while still in employment.

Human Rights Act 1998:  The Human Rights Act 1998 gives further effect to the rights and freedoms guaranteed under the European Convention on Human Rights.  In terms of this Policy, the most relevant part of the Act is Article 8, Right to Privacy, which states that everyone has a right to private and family life, to their home and to their correspondence and imposes a duty on the State to ensure the enjoyment of this right for all individuals without discrimination.

Why does this legislation enable employers to influence the information employees share via social media?

The Human Rights Act 1998 and the European Convention on Human Rights protect individuals against illegitimate State interference with their private life, their freedom of expression and their freedom of assembly.  They also impose a duty on the State to secure enjoyment of those rights without discrimination.  However, neither the Human Rights Act nor the Convention provides individuals with immunity if others take issue regarding the manner in which they choose to exercise their rights.  

With specific reference to the use of social media, it is important for individuals to remember that although their right to privacy is protected by legislation, activities are not necessarily considered to be private just because they take place outside of the workplace; the nature of the activity itself is also taken into account.  Additionally, if employees make public views which are untrue or harmful to their employer, there is the potential for them to be in breach of the common law duty of fidelity.  Committing a serious breach of this duty would amount to an employee contravening their terms and conditions of employment which could lead to disciplinary action or summary dismissal.

5. Good Practice Guidelines
(These are relevant to both approved business as well as personal use.).

Be professional:  Remember that you are an ambassador for NES.  If you are authorised to participate in Social Media officially on behalf of NES, be transparent and state that you work for NES.  If you are writing about NES or another NHSScotland Board, use your real name wherever possible, identify that you work for NES and be clear about your role.

Be responsible:  If you are authorised to engage with user-led online communities (by becoming strategic partners, for example) in order to inform users, generate insight or use these communities as regular forums for campaign planning, be honest at all times.  When you gain an insight or intelligence that is useful to NES (either your own work or to anyone else in NES) share it as appropriate, for example by advising your line manager, Head of Department, Director.

Be connected:  If you have been authorised to create an official NES or NES-related project social media site or DVD for posting on YouTube or similar activity, please contact the Corporate Communications Department for an approved logo, appropriate photographs and ensure that you coordinate with other NES web/social media sites.

It’s a conversation:  If you are authorised to blog, talk to your readers like you would to people face to face in professional situations.  In other words, avoid overly pedantic, bureaucratic language.  Don’t be afraid to bring in your own personality and say what’s on your mind.  Consider content that is open-ended and invites response.  Encourage comments.  You can also broaden the conversation by citing others who are blogging about the same topic and allowing your content to be shared by others.

Be credible:  Be accurate, fair and thorough.  Make sure you are saying and doing the right thing.    Correct your mistakes and do not alter previous posts without indicating that you have done so.

Be aware:  Always remember that participation online results in your comments being permanently available and open to be republished in other online and traditional media (print and broadcast).  Remember that journalists regularly track Facebook, Twitter, YouTube and LinkedIn and the whole range of Social Media.
Be safe:  Never give out personal details such as home address and phone numbers or other sensitive or confidential information.  Do not give undertakings of privacy or confidentiality that we cannot meet.  Make sure that contributors are aware that they are not using a secure space.

Be legal:  Stay within the legal framework and be aware that discrimination, libel, defamation, copyright and data protection laws apply as well as fair use and financial disclosure laws.

Be aware: Intellectual property claims of social media service providers vary widely.  Where providers claim “ownership” of content created on or added to the site, consider whether it is appropriate to proceed.

Follow the site’s Code of Ethics: There are numerous codes of ethics for bloggers and other active participants in social media, all of which will help you participate responsibly online.    If you are developing a blog on behalf of NES, Appendix B provides some sample Forum rules,

Be alert:  You should also monitor social media for discussion about NES, your specific project/campaigns or the products/services you deliver.   Capture records as appropriate.  If the use of social media has been authorised for consultation or discussion to inform decisions, appropriate records of the content must be captured and held on NES systems as part of the audit trail for that decision.

Show respect: Ask permission to publish or report on conversations that are meant to be private or internal to NES.  Do not cite or reference NES staff, stakeholders, or contractors without their approval.  When you make a reference, link back to the source whenever possible.  Do not use language that does not comply with our responsibilities in relation to avoid discriminatory or insensitive language, obscenity or engage in any conduct that would not be acceptable in the workplace.  You should also show proper consideration for others; privacy and for topics that may be considered objectionable or inflammatory.

Be clear: about the status of content.  Make clear that any document or data on a NES-initiated or administered forum is considered to be held on behalf of NES for the purposes of the Freedom of Information (Scotland) Act 2002 and may be disclosable in response to requests.

Add value:  Provide worthwhile information and perspective.  The NES brand is best represented by its staff and what you publish will undoubtedly reflect on the brand.

Social Networks, Discussion Forum, Wikis etc.
1. Use the privacy settings available – background information you choose to share about yourself such as information about your family or personal interest, may be useful in helping establish a relationship between you and your readers but it is entirely your choice whether to share this information
2. Ask permission before posting someone’s picture in social network or a conversation that was meant to be private

3. Do not be afraid to be yourself but be so, respectfully.  This includes not only the obvious (no ethnic slurs, personal insults, obscenity etc) but also proper consideration of privacy and of topics that may be considered objectionable or inflammatory

4. Under no circumstances should offensive comments be made about NES colleagues.  They may amount to cyber-bullying and will be deemed a disciplinary offence and may also break the law

5. It is advisable not to invite customers to become your ‘friends’ in social networking sites for business purposes.  There may be a conflict of interest as well as security and privacy issues.  However, it is not always possible to avoid this (for example, in LinkedIn) so be mindful of who you link to in such sites

6. Use your best judgement.  Remember that there are always consequences to what you publish.  If you are about to publish something that makes you even the slightest bit uncomfortable, review the guidelines and take advice from your Line Manager, the Equality and Diversity Adviser and the Corporate Communications Team

7. Ensure that your entries, articles or comments are factual and verifiable.  In addition, there are usually guidelines on sites on adding links.  Read the guidelines carefully before submitting or editing an article

8. If staff members edit online encyclopaedias at work, the source of the correction will be recorded as NES IP address.  The intervention may therefore look as if it comes from NES itself.  You should therefore act in a manner that does not bring NES into disrepute and should not post derogatory or offensive comments on any online encyclopaedias

9. When correcting errors about NES or a NES piece of work, be transparent about who you are.  Never remove criticism of NES.  Instead, respond to legitimate criticisms in a measured and accurate way.  Remember to advise your Line Manager or appropriate senior member of staff and inform the Corporate Communications Department before you respond.  Derogatory or offensive comments should be removed by contacting the relevant site administrator,

10. Before editing an online encyclopaedia entry about NES, or any entry which might be considered a conflict of interest, consult the house rules of the site concerned and, if necessary, ask permission from the relevant wiki editor.  You should also advise your Line Manager, relevant senior manager and the Corporate Communications Department.
Video and Media Sharing

1. Ensure that all video and media (including presentations) are safe to share and do not contain confidential, copyright or derogatory information

2. If the content is official and corporate NES content, then it must be labelled and tagged as such and must not be affiliated with an individual

3. Individual work must be labelled and tagged as such and, where appropriate, the following disclaimer used:  The views expressed here are my own and do not necessarily represent the view of NHS Education for Scotland’

4. IPR in sound recording is complex and needs consideration.   Appropriate copyright (for dissemination) permission for sound recording must be requested from (as a minimum):

i. The content (text of script provider)

ii. Person recording the sound

iii. The person(s) reading the content or text (voice)

iv. The composer of all background music, jingles or associated sounds

Camera Phones and Posting Pictures on Social Media Websites

For guidance on this issue please refer to the following:

The NHSScotland Code of Practice on Protecting Patient Confidentiality 
NHS NSS Health Facilities Scotland: Guidance on the use of mobile communications devices in healthcare premises
Benefits, Challenges and Limitations

Benefits

Good use of social media can help us to understand better, respond to and attract the attention of specific audiences. It enables real two-way communication as well as dissemination of information with people in the places where they are already engaging with their interests.   It can also provide innovative ways to help enhance staff performance e.g. Doodle polls, collaborative editing tools.

Social media can: 

· offer an innovative approach to reaching new audiences

· increase access to audiences and improve the accessibility of our communication activities

· offer greater scope to adjust or refocus communications quickly, where necessary 

· improve the long-term cost effectiveness of communication 

· increase the speed of feedback and input 

· reach specific audiences on specific issues 

· reduce our dependence on traditional media channels

· help promote the NES brand

· many NHS staff have their own mobile devices such as Smartphones and are increasingly looking to education providers such as NES to make education and training materials (supported by online discussion tools) available online.

Challenges and Limitations

· Most NHS Boards block internet access to some or all social media sites.  For that reason, using social media (unless it is one provided by the NES Knowledge Services Group) may be inappropriate if the intended audience is NHS staff and if the staff member is accessing the site during work hours.   However, as more and more staff are using their own smart phones and tablets to access work-related materials and sites during the day, this may be less of an issue.  If in doubt – Ask Your Audience(s)!

· There may be difficulties for NES staff in accessing social media to administer sites and projects.

· No social media sites are fully secure.  Be conscious that any content placed on them may be seen by people other than the intended audience and must be considered as public.

· Some service providers make unreasonable claims to “own” the intellectual property or content of materials uploaded on their services.

· Where sound educational governance is not in place, content created on social media can be inappropriately omitted from the records of an activity or project or missed from research or disclosure, for example, in response to Freedom of Information (FOI) requests.

· Managing the NES/NES project reputation in a setting which is meant to encourage discussion and comment needs careful thought.

· There are significant resource implications in terms of managing and responding to comments and online discussion.  

· Social media is not generally backed up in the same way as internally networked services

· Privacy can be an issue with some social media sites (e.g. Facebook)
6. Example Sites
Approved NES Sites
Twitter:  
http://twitter.com/#!/NHS_Education
http://twitter.com/#!/NESOptometry
https://twitter.com/#!/nesportal
https://twitter.com/#!/KnowNetScotland
https://twitter.com/#!/NESePortfolio


Account Deactivated
https://twitter.com/CPDConnect
https://twitter.com/NESEngagement
https://twitter.com/scotmedtraining
https://twitter.com/FNPNUScotland
https://twitter.com/ScIL_NES
https://twitter.com/SPSPFellowship
https://twitter.com/healthlitplace
Facebook:

http://www.facebook.com/pages/NHS-Education-for-Scotland-NES/123299301077729
http://www.facebook.com/#!/pages/NES-Optometry/274718899229088
Vimeo:
https://vimeo.com/nhseducationforscotland
http://vimeo.com/groups/nhseducationforscotland
YouTube:
https://www.youtube.com/user/NHSEducation
Flickr: 
http://www.flickr.com/photos/nhseducationforscotland/
LinkedIn:
https://www.linkedin.com/company/nhs-education-for-scotland
Google+

https://plus.google.com/108123848588786912535/about
Encouraging blood donations. The Irish Blood Transfusion Service uses Facebook to encourage donors to discuss their experiences. 

http://www.facebook.com/giveblood
Discussing specialist conditions, through this NHS England and Wales site

http://talk.nhs.uk/ 

Encouraging dialogue and showing responsiveness:

http://puffbox.com/2009/01/24/no10-downingstreet-twitter-top100/. 

Keeping stakeholders up to date. Local councils use Twitter to keep stakeholders updated on events in their area. 
http://twitter.com/falkirkcouncil 

Unofficial/ personal participation: in terms of staff-generated social media, the following well-established site was written by London-based ambulance staff, but was unvetted by their employer:
http://www.neenaw.co.uk 

KSG examples 

Little Things Make a Difference: Valuing the Patient Experience

This resource has been designed to act as a gateway for NHSScotland staff to support the enhancement of patient experience. The site supports both rapid access to key documents and also deeper exploration of resources and current literature. It has been designed to enable quick access to resources, support continuous professional development or to use as a resource with patients and carers.

http://www.knowledge.scot.nhs.uk/making-a-difference
Children and Young People’s Services MKN

A main aim of this website if is to facilitate education and enable practitioners to access, share and use education

http://www.knowledge.scot.nhs.uk/child-services 

7. Appendix A: Practical requirements of managing a social media platform
Depending on the type of channel being used, many or all of these will be appropriate:

· Will this channel be accessible to all NHS staff in their workplace? If not have you considered the implications of this?

· How will this be moderated? Who will be responsible for this activity?
· How often will this vehicle be reviewed for effectiveness? Have you procedures and mechanisms in place to close it down should it reach its 'end of life'?
· Does the channel meet NHS accessibility requirements?

· Does it meet NES branding guidelines

· Are there clear legal terms and conditions?

· Are there clear user rules?

8. Appendix B: Sample forum rules

These rules have been written to help keep contributions honest, constructive, relevant and civil. Following these rules will legally protect both you (the author) and NHS Education for Scotland (the publisher).

Posts or comments should be about the article, any comments which are ‘off topic’ will be removed.

How it works
All posts are read and must comply with our rules. Moderation is undertaken. Every comment is judged individually.

Your rights
Your post can be posted on the website and read by anyone. As such, you give up all rights as to how your comment is used. Any post you submit to this forum is subject to your agreement with the site’s terms and conditions. Please read them carefully. If you do not wish to grant such rights to NES, do not submit your contribution to this site.

Action which may be taken
Breach of any of the rules above may lead to your post being moderated and the moderation company issuing an order to block correspondence from your account. Further, NES reserves the right to delete any post, at any time, for any reason, and is under no obligation to publish any post submitted.

Privacy
If you supply your e-mail details we will only use this information to contact you about your post if necessary. NES complies with the 1998 Data Protection Act.

Identification
You cannot name other people without their permission. You can state your relationship (‘my wife’,‘my father’) to the person.

Defamatory comments
A defamatory comment is one that is capable of damaging the reputation of an individual or organisation. If successfully sued you could be liable for damages and costs.

Naming individuals
NES does not allow people to name individuals in their posts. This extends to being able to identify someone by writing personal or professional details about them.

Naming businesses
Defamation laws also apply to businesses. We reserve the right to edit out the names of businesses.

Freedom of Information

Any content on this [site/forum] is considered to be held on behalf of NES for the purposes of the Freedom of Information (Scotland) Act 2002, and therefore to be potentially disclosable in response to an FOI request.

Contempt of court
Posting any content that risks prejudicing current or forthcoming prosecution or court proceedings (including General Medical Council cases) or which might breach court reporting restrictions, will be removed without exception.

Under 16s
This forum is for use by over 16s only.

Copyright
Do not cut and paste copyrighted material from external websites or documents. Posts we believe may be breaching third party copyright or infringing trade marks will be removed.

Be Civil
Do not write posts that are unlawful, harassing, defamatory, abusive, threatening, harmful, obscene, profane, sexually suggestive, racist, homophobic, sexist or that incite hatred against any group.

Abusive language
No post with swearing or profanity will be published.

Posts in Capital Letters
Posts posted in capital letters are considered to be shouting and will be moderated.

Comments that incite crime
Do not incite people to commit any crime or encourage other illegal activity.

Spamming/multiple posting/flooding
Multiple or repetitive postings will be deleted.

Personal information
Do not publish any personal information in your posting. It is not acceptable to publicise your contact details or anyone else's, including address, place of employment, name of educational establishment, telephone or mobile number, e-mail address, and so on.

Advertising and commercial activity
NES does not permit advertising or other commercial promotion. Posts of this nature will be removed without exception. This includes requests for charitable donations and/or promotion of charitable events. URLs will be rejected unless strictly relevant.

English language
Scotland has three official languages - English, Gaelic and British Sign Language (BSL). While the majority of posts will be in English, there may be occasions when it is appropriate to respond in one of the other official languages. This may be in direct response to a post in Gaelic, for example, or to engage with a specific user group. Any posts in Gaelic or BSL should be accompanied by the same post in English. Any translations used should be quality assured prior to posting. Refer to the AccessibleNES Policy and AccessibleNES Policy Guidance for more information on translation.
Nicknames and impersonation
Impersonating someone is unacceptable as is using offensive nicknames. Please do not be offended if you are asked to verify who you are if you claim to be someone well-known.

Medical advice
All information on this site is of a general nature and is furnished for your knowledge and understanding only. This information is not to be taken as medical or other health advice pertaining to your specific health and medical condition.

Medical products
Specific medical/pharmaceutical products may only be mentioned in an appropriate context. We reserve the right to delete the product name. No advice on the use or misuse of medicines will be permitted on [this forum].

Criminal or immoral views
Posts advocating criminal or immoral activities such as the usage of recreational drugs, fraud, stalking, extortion, hoaxes, hacking and theft will not be allowed. Posts that glamorise smoking or alcohol will not be allowed. 

Complaints
If you wish to make an official complaint or require a formal response you should refer to the NES Comments Concerns and Complaints Procedure
9. Appendix C: Associated NES Policies
Management of Employee Conduct Policy: Disciplinary Policy and Procedures
Dignity at Work Policy
Whistleblowing Policy
Grievance Policy
Information Governance Policy
Equality and Diversity in Employment Policy
Accessible NES Policy
10. Annex A
Guidance on responding to social network comments indicating complaints or a person’s intention to harm themself or others
Background

Social media is used 24/7, 365 days a year – which presents challenges in monitoring and managing feedback.  The nature of social media means that people expect an immediate response to their messages or tweets.
Twitter in particular can be used by people as a mechanism to comment positively and negatively about the services they receive and that includes within the NHS.

As the use of social media develops, it is increasingly used by people to access information about services and in some instances to seek direct help online.  NES should always respond to people who indicate any intention to harm themself or others.  NES makes active use of Twitter and Facebook to interact with stakeholders and promote our work. Our social media channels include a disclaimer regarding the level of support that can be offered via social media however this does not always prevent people from seeking personal help and advice from these channels.  It is also important to note that the corporate social media channels and those managed by other directorates are only managed during working hours during Monday to Friday and not at all at the weekend.

As NES is not primarily a public facing/territorial health board, we are less likely to experience this type of activity than other health boards.  However, this protocol sets out how social media channels should be monitored and how comments and enquiries should be responded to. 

1. Monitoring

This should take place throughout the day by nominated channel managers. It involves checking for messages, notifications, mentions, questions and assessing whether to respond and whether we need to contact someone else in the organisation for info or advice before responding.

As a matter of Good Practice most tweets mentioning @NHS_Education or the relevant directorate handle should be responded to and questions should be answered, seeking appropriate answers from relevant NES colleagues as required.

If the subject matter is sensitive the course of action will be to take the communication off the public forum. In this case we would still post a reply such as “Thanks for contacting us, we have sent you a Direct Message (DM)”.

2. Responding to negative comments
If a comment is negative or complaining about the service received either from NES or from another public body, this should be acknowledged e.g.

Possible tweet

We are sorry to hear this and have sent you a PM 

48 characters

The type of response that can be given will be limited both by the 140-character limit on Twitter and by the public nature of social media. However, every effort should be made to respond to the person positively, expressing regret as appropriate, encouraging further feedback and redirecting where appropriate. All responses should be brief, helpful and polite.
For example, “We are sorry to hear this. Could you contact ………..” or “We are sorry to hear this. We are contacting you by PM...”
Ideally the person should be directed to the appropriate board / organisation / person in NES, offline or using the tweets below where the person appears distressed. 
There may be some cases where, due to the nature of the tweet or Facebook post, it is felt inappropriate to respond, for example, due to abusive language, where the issue has already received a reply, or where it is an obvious hoax or prank.

Should abusive comments be posted on any NES Twitter or Facebook account, the following actions should be followed by whoever manages the channel:

a) Take a screen grab(s) of the relevant comment(s) and file them

b) Block the individual concerned

c) Report them to Twitter/Facebook

d) Report the incident to your line manager, project lead, Director and Head of Corporate Communications
For the most serious incidents you may wish to consider (e) and (f)
e) If you consider the comments to be of a particularly serious or abusive nature, contact the Head of Corporate Communications (and the Equality and Diversity Advisor if they involve any individual or group covered by protected characteristics) to discuss. 

f) The final stage is to contact the police on 101 and advise you wish to report the message(s), either as a hate crime or potential threat of violence (depending on the nature of the language). 
3.
Intention to self-harm

People may, on occasion, use social media to indicate distress and/or an intention to self harm. It is important that guidelines are followed to ensure they feel they are being listened to and are also immediately signposted to the correct agencies to receive appropriate advice and that they know this cannot be provided by NES. Where a person has contacted NES and indicates they are feeling depressed or suicidal, advice should be sought from your service manager.

It may be possible to use one of a range of tweets outlined below which are already character counted.  These tweets are designed to acknowledge the person’s distress, clarify that NES does not offer direct clinical services and redirect the person to an appropriate service.

Tweet:  Sorry things are difficult just now.  NES is not a clinical service but you will get help if you contact your GP
112 characters

A. Tweet: Sorry things are difficult just now. NES is not a clinical service but you will get help if you contact www.suicide-prevention.org.uk
135 characters

B. Tweet: Sorry things are difficult just now. NES is not a clinical service but you will get help if you contact NHS 24 on 111

118 characters

C. Tweet: Sorry things are difficult. NES isn’t a clinical service but help on Breathing Space 0800838587 after 6 and w/e or Samaritans free on 116123

140 characters 

Escalation 
There may be circumstances where a person wishes to engage further via social media and does not want to contact the services signposted to directly. The tone of messages or tweets may cause concern and at that stage the channel manager should escalate the issue to their line manager. 

You should not seek clinical or personal information from the person or post any clinical or personal detail. Keep all conversation in the public domain and keep to the agreed lines. 

If the message is extremely abusive or sounds immediately threatening to the person themselves or to another, this can be reported to the police using email, 101 non emergency or the emergency line, if essential. The police may already have information about the person which could link with this information from NES. 

Where the person continues to comment via social media, the officer responsible for monitoring should speak to their line manager. 

If NES needs to contact the individual, it is at this stage that a conversation can be taken offline to ask for contact details so these can be shared with the relevant NES Service Manager. 

It will then be the responsibility of that manager to address the issues raised by the person. If necessary, one further reiteration of the standard lines (A, B, or C above) will be given via social media at this point along with a statement that any further comments should be directed to the correct service and will not be responded to via social media. 


E Mail Communication 

If NES receives an email indicating distress, intention to harm self or others, the following email should be used in reply 
Dear                  ,
We were sorry to receive your email today saying you are having problems. Unfortunately, here in NHS Education we do not provide direct patient care so we suggest you contact your GP or other NHS staff member who is involved in your treatment. 

If you are in need of emergency support, please contact the Samaritans 0845 7909090 or NHS Direct on 111. 

If you are not registered with a GP, please visit the following website for advice http://www.psd.scot.nhs.uk/doctors/registration-with-a-practice.html
We hope this is helpful for you. 
NHS Education for Scotland 
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This resource can be made available, in full or summary form, in alternative formats and community languages.  Please email � HYPERLINK "mailto:altformats@nes.scot.nhs.uk" �altformats@nes.scot.nhs.uk� to discuss how we can best meet your requirements








For Staff - Information about the tweets below





� HYPERLINK "http://www.suicide-prevention.org.uk" �www.suicide-prevention.org.uk�  This is an NHS website which shows links and telephone numbers to helping organisations like these listed below. 





Breathing Space is a free telephone service linked with NHS 24 which is available between 6pm and 2am Monday – Thursday and from 6pm Friday - 6am Monday.  It is also linked with Living Life which offers psychological treatment on the telephone and by appointment. 





The Samaritans is also a free telephone service which provides support for people in distress 365 days per year, 24 hours per day. 





SUMMARY 


For a person in emotional distress


Tweet: Sorry you are upset. Please contact your GP or Samaritans freephone 116123 


For a person complaining about NES specifically 


Tweet: Sorry you have this problem. Please use http://www.nes.scot.nhs.uk/contact-us/
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