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11 Information Security

	1. 
	Purpose and Scope 

	1.1 
	The purpose of this document is to set out best practice within NES for ensuring the integrity and protection of information. The policy is designed to ensure that:

· the privacy of individuals and confidentiality of transactions is protected;

· the Data Protection Act, Caldicott Principles and other relevant regulatory requirements are met;

· NES’ duty of care to individuals is maintained;

· The integrity and availability of information required for NES business is protected. 



	1.2
	The guidance applies to all staff (including sessional staff) and activities in NES.  Be aware that activities carried out on NES systems can be tracked and the audit trail used to protect NES staff, systems and information.

	1.3
	For more advice all aspects of Information Governance, contact Frank Rankin, NES Corporate Records Manager, Frank.Rankin@nes.scot.nhs.uk, 0141 352 2923.  

	2. 
	Passwords

	2.1 
	Never give your network or application passwords to anyone else.  If you think someone may know your password, change it immediately.  Never ask for or use a colleague’s password.

	2.2
	Make password hard to guess (avoid using the names of partners, children, football teams).  You could use a phrase or short sentence, or use some numbers or special characters (!£$%&@#) to make it more difficult to guess.

	3
	Electronic mail and the Internet

	3.1 
	Email and the Internet are useful business tools, and staff are also permitted to make reasonable personal use.  This use should never involve accessing or sending offensive or abusive material, or divert your time or network capacity away from NES business.  Familiarise yourself with the relevant policies.

	3.2
	Do not forward or reply to junk email, chain letters or spam.  By doing so you risk spreading computer viruses and encouraging further spam attacks.

	3.3
	Be particularly wary of opening attachments on emails from an unknown source.  If in doubt, contact your network administrator for advice.

	4. 
	Secure your PC and your working environment

	4.1 
	Whenever you leave your PC, get into the habit of either locking the work station (“Win”+L or Ctrl+Alt+Del and choose “Lock Workstation”) or logging out altogether.  Remember that inappropriate use of systems from your network account can be recorded against your user identity.

	4.2 
	Keep a clear desk and ensure that confidential paper files are locked away in the appropriate filing cupboard/cabinet when not in use.  When disposing of paperwork, always use the locked confidential waste bins provided.

	4.3
	If you are taking files or a laptop away from NES premises, ensure that they are secure at all times.  Get advice from your Network Administrator on using password protection for your laptop.  Don’t work on sensitive or confidential information in a public area, such as a train or restaurant.

	4.4
	If you are the last to leave an office, make sure that doors and windows are secured.  (All staff should make use of In/Out boards where these are provided.)

	5. 
	Unlicensed software

	5.1 
	Never use unlicensed software on NES computers.  This applies equally to NES laptops being used in the home.

	5.2
	Unlicensed software carries the risk of infection by an embedded virus and its use may be illegal, with penalties for you and NES.

	5.3
	If you are aware of software which you think would be useful for your work or in NES more widely, contact your Network Administrator for advice.

	6
	File storage

	6.1
	Business related electronic documents must always be stored on the network drives – preferably in a shared area.  This makes sure the document is covered by NES network security and backup procedures.  It also removes the risk of loss by losing a memory stick or a PC hard drive becoming corrupted.

	6.2
	It is possible to add specific user rights or password controls to files and folders in a shared network area.  See Information Governance Guidance Number 4 “Managing documents on a shared network drive” or speak to your Network Administrator.

	7
	Information Security Breaches

	7.1
	Any breach of information security must be reported to line management and to the Information Security Officer immediately (frank.rankin@nes.scot.nhs.uk, 0141 352 2923).  If the breach involves NES IT systems or equipment, you must also inform your Network Administrator immediately.  See Information Governance Guidance Number 6 “Information Security breach reporting”.  


Appendix – Information Security “Dos and Don’ts” 

Information security is everybody’s business.  Your contract of employment – and the law of the land – require you to be careful to keep information secure.  Here are a few “Dos” and “Don’ts” to keep you secure: 
Dos:

· Do use hard-to-guess passwords which aren’t too obvious – You could use a “passphrase” or sentence;

· Do store business documents on the network – not on hard drives, disks or memory sticks which are not backed up; 

· Do keep a clear desk, locking files away in cabinets or desk drawers when not in use;

· Do use the document shredding bins for disposal of all paper documents; 

· Do delete suspicious emails – particularly with unexpected attachments – without opening them (they could carry a virus);

· Do ask for advice from your local network administrator;

· Do keep laptops, personal organisers, and other equipment locked away when not in use, especially when you leave the office for the night;

· Do lock your workstation (Ctrl+Alt+Del, then click “Lock Workstation” or Win+L) whenever you leave your desk;

· Do tell the information security officer immediately (frank.rankin@nes.scot.nhs.uk) of any actual or potential lapse in information security. 

Don’ts: 
· Don’t provide sensitive information (particularly about individuals) to anyone unless you are authorised to do so;

· Don’t share your password with anyone else; 

· Don’t keep sensitive information (particularly about people) on a laptop or memory stick unless there is a genuine business need and password protection is in place (check with your Network Administrator);

· Don’t download or use any software except that provided by IM&T, without specific authorisation;

· Don't abuse NES NHS IT services with non-work related activities;
· Don’t record or store patient identifiable information anywhere within NES.

For more information on information governance, contact Frank Rankin, Corporate Records Manager, frank.rankin@nes.scot.nhs.uk, 0141 352 2923 
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For advice on any aspect of Information Governance, contact Frank Rankin, NES Corporate Records Manager, Frank.Rankin@nes.scot.nhs.uk, 0141 352 2923
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