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1
INTRODUCTION

1.1
This Fraud Action Plan is intended to provide the practical information required by NHS Education for Scotland (NES) and its staff to counter fraud and other irregularities. It includes a section of guidance to staff that will form part of the induction training for all new staff and the fraud awareness presentations/information to current Board staff.  
1.2
One of the basic principles of public sector organisations is the proper use of public funds. It is therefore important that all those who work in the public sector are aware of the risk of and means of enforcing the rules against theft, dishonesty, fraud and similar illegal, improper, or irregular acts, e.g. damage to Board property.
1.3
 NHS Scotland’s policy on countering fraud and other irregularities has been laid out in the Health Board Partnership Agreement. The NHSScotland Counter Fraud Services (CFS) has been created specifically to assist all Boards in their efforts to reduce losses through fraud and corruption and this document sets out the Board’s policy and action plan to achieve such a reduction. NES recognises that every £ of fraud prevented or recovered means increased funding for patient care.  
1.4
NES has procedures in place that reduce the likelihood of fraud occurring. These include Standing Orders, Standing Financial Instructions (SFI), operational procedures and a system of internal control and risk assessment. In addition, NES works with CFS to promote a fraud awareness culture.  
1.5
NES has signed a Partnership Agreement with CFS, which outlines what must happen in the event of a fraud or other irregularity being discovered, and what NES and CFS will do to actively counter the threat of fraud and corruption.  
1.6
This document is intended to provide detailed direction and help to those officers and directors who find themselves dealing with cases of suspected theft, fraud and corruption. It sets out a response framework, which centres on immediate discussions and agreement with CFS in respect of how each case will be taken forward. On behalf of NES, CFS will take forward any relevant case (see Appendix 3 – List of Specified Offences) which has the potential for criminal prosecution and NES staff need to be aware of this, and of their responsibilities in the event that a criminal prosecution is not the chosen route.  
1.7
This action plan is intended to be an integral part of NES’s overall counter fraud and corruption strategy.

2.
PUBLIC SERVICE VALUES
2.1
High standards of corporate and personal conduct, based on the recognition that patients come first, have been a requirement throughout the NHS since its inception. The Code of Conduct published by the Scottish Executive Health Department  (SEHD) in April 1994 set out the following public service values: 

Accountability: 
Everything done by those who work in the organisation must be able to stand the tests of parliamentary scrutiny, public judgments on propriety, and professional codes of conduct
.

Probity: 
Absolute honesty and integrity should be exercised in dealing with NHS patients, staff, assets, suppliers and customers.

Openness: 
The organisation’s activities should be sufficiently public and transparent to promote confidence between the organisation and its patients, staff and the public. All those who work in the organisation should be aware of, and act in accordance  with, these values.

3.
NHS EDUCATION FOR SCOTLAND (NES)’S POLICY

3.1
NES is committed to the NHS Scotland policy on countering fraud and corruption and to the public service values outlined above. NES will maintain an honest and open culture and wishes to encourage anyone having suspicions of theft, dishonesty, corruption or fraud to report them without delay. It is also NES’s policy, which will be rigorously enforced, that all members of staff can be confident that they will not suffer in any way as a result of reporting suspicions held in good faith i.e., suspicions other than those that are raised maliciously.

4.
ROLES AND RESPONSIBILITIES

4.1
As Accountable Officer, the Chief Executive has the responsibility for countering fraud in its broadest terms. To fulfill this responsibility, as well as NES’s own staff and directors, the Chief Executive may call on the resources of the Director of Finance who is the nominated Fraud Liaison Officer. On a day to day basis the Chief Executive delegates the responsibility to the Director of Finance. 
4.2
The Partnership Agreement places a duty on the Fraud Liaison Officer to notify the CFS of all relevant cases. NES’s external auditor, the Chair of the Audit Committee and the Chairman of the Board will be informed in all cases.  
4.3
The Fraud Liaison Officer will discuss each relevant case (see list of specified offences) with CFS and decide if there is a potential for criminal prosecution, or disciplinary and/or civil action. If the former, then CFS will undertake the investigation, on behalf of, and in co-operation with, NES. This will not preclude NES taking disciplinary and/or civil action, however that could only occur with agreement from CFS and the relevant procurator fiscal.  
4.4
In cases where the Fraud Liaison Officer and CFS cannot agree on a course of action, the Accountable Officer shall make a decision based on the facts presented.  
4.5
Where CFS is undertaking a case on behalf of the Board no further action shall be taken by the Director of Finance, the Fraud Liaison Officer, the Human Resources Director, or any other Board officer without consultation with CFS.  This is necessary to maintain the integrity of the investigation.  
4.6
Where it is agreed that the Board shall commence an internal enquiry with a view to disciplinary proceedings and/or civil recovery, if at any stage it becomes apparent that an actionable criminal act may have taken place, the investigation must be halted and CFS consulted.  
4.7
Regardless of whether the investigation is carried out with a view to criminal prosecution, or disciplinary/civil recovery, all staff are under a duty to refrain from taking any direct action with regard to the enquiry without first consulting the Director of Finance, Chief Internal Auditor or the CFS Officer in Charge.  
4.8
The Director of Human Resources shall ensure that those involved in the investigation are advised in matters of employment law and in other procedural matters, such as disciplinary and complaints procedures, as required.  
4.9
The Chief Executive has a duty to ensure that all Board staff and primary care contractors are aware of the implications of fraud for the NHS and of how they can work with the Board and the CFS to deter, detect and prevent it.  
4.10
The CFS, in conjunction with Boards, must deliver such publicity campaigns, staff induction information and fraud awareness presentations, as to allow Boards to fulfill their obligations in countering fraud.  
4.11
Finally, all staff have a duty to protect the assets of the Board. Assets include information, intellectual property and goodwill as well as cash and physical property.

5.
PUBLIC INTEREST DISCLOSURE ACT 1998

5.1
As noted in the policy statement, the Board will maintain an honest and open culture and wishes to encourage anyone having suspicions of theft, dishonesty, corruption or fraud to report them without delay. All NHSS Boards are required to have a policy in place which provides for a secure environment for staff, practitioners and patients to report suspected frauds.  
5.2
Guidance has been issued by Audit Scotland to organisations recommending what actions to take when staff suspect that fraudulent activity is being perpetrated. This guidance takes the form of booklets for managers and staff entitled ‘Don’t turn a blind eye’. Further information is also available on the Public Concern at Work website – www.whistleblowing.org.uk 
5.3
The Fraud Liaison Officer is authorised to receive enquiries from staff confidentially and anonymously. They are also authorised to decide whether the matter raised should be reported to the Director of Finance and/or the Chair of the Audit Committee.  NES`’s (external) Appointed Auditor is also so authorised.
6.
REGULATION OF INVESTIGATORY POWERS (SCOTLAND) ACT 2000

6.1
The use of covert surveillance or covert human intelligence sources by public authorities is strictly limited by the provisions of the Regulation of Investigatory Powers (Scotland) Act 2000 (RIP(S)A). The Common Services Agency is a named authority under RIP(S)A and, as such, only the Head of CFS, the Operational Managers and a nominated senior investigator may authorise directed surveillance and the use of covert human intelligence sources (CHIS) in NHSScotland.  
6.2
As a result of the Scottish Executive decision to amend RIP(S)A to remove the powers of NHSS Trusts, Boards and Special Health Boards to grant authorisation under RIP(S)A, all cases of potential criminal NHS fraud or other irregularity (as listed in Appendix VI – Specified Offences) must be referred to the CFS. Where appropriate the CFS will authorise and conduct directed surveillance and the use of CHIS on behalf of NHSS bodies. Where NHSS bodies are considering surveillance or the use of a CHIS in cases which do not involve fraud or other financial irregularities, such as public or staff safety or the prevention of disorder, they should contact the appropriate public body as outlined in HDL (2003) 30. This will normally be the relevant police force.

7.
SCOTTISH EXECUTIVE HEALTH DEPARTMENT (SEHD) GUIDANCE

7.1
The SEHD guidance on financial control procedures when criminal offences are suspected is provided within the Partnership Agreement, specifically: - 
7.1.1
In cases of theft, where there are reasonable grounds for thinking that an item of property, including cash, has been stolen, the Director of Finance should report the details to the police;
7.1.2
In cases of suspected fraud, embezzlement, corruption and other financial irregularities, preliminary enquiries should be carried out with as much speed as possible. Restitution of funds or property is not a reason for withholding information or failing to report the facts. At the very early stages of a case of suspected fraud, including fraud involving endowment or patient funds, the CFS must be contacted to discuss whether the case will be taken forward criminally and/or through discipline and/or civil recovery;  
7.1.3
Where preliminary investigations suggest that prima facie grounds exist for believing that a criminal offence has been committed, the Board and the CFS must decide if criminal prosecution would be an appropriate route. The norm is that all such cases should be considered for reporting to the procurator fiscal, however where both the Board and the CFS agree it is not in the public interest, generally on the grounds of low value, the case may be taken forward through discipline and/or civil recovery routes.  
7.2
The Board and the CFS must be prepared to justify all such decisions to the appointed auditor. Breach of trust must be taken into account in these considerations, meaning that being of low value does not automatically preclude a case from being notified to the procurator fiscal. Where there is doubt as to whether a prima facie case for prosecution exists, the CFS will contact the appropriate procurator fiscal or Crown Office to obtain advice.  
7.3
In any event, the CFS should be contacted before any overt action is taken which may alert suspects and precipitate the destruction or removal of evidence or the dissipation of assets. This includes taking action to stop a loss or tighten controls.  
7.4
Where Boards and the CFS are undertaking pro-active exercises in areas of known fraud risk, officers and directors must provide assistance and such data as is required to ensure the success of these operations.

8.
THE ACTION PLAN

8.1 
The flowcharts in section 5.2 describe the required actions with respect to a reported suspicion of fraud. The flowcharts provide procedures that allow for evidence gathering and collation in a manner that will facilitate informed initial decisions,  while ensuring that evidence gathered will be admissible in any possible future criminal or civil actions. Each situation is different, therefore the guidance in the flowcharts will need to be considered carefully in relation to the actual circumstances of each case before action is taken.  
8.2
Under no circumstances should a member of staff speak or write to representatives of the press, TV or radio, about a suspected fraud without the express authority of the Chief Executive. Guidance to members of the Board's staff who may have suspicions or concerns about possible irregularities including fraud is set out in Section 7 of this document. Care needs to be taken to ensure that nothing is done that could give rise to an action for defamation.  
8.3
In some cases, e.g. if a major diversion of funds is suspected, speed of response will be crucial to avoid financial loss. 
8.4
Further commentary on the processes in the flowcharts is provided in Section 5.3.
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9.
COMMENTARY ON THE FLOWCHARTS
9.1
Chart 1 – Reporting Fraud

9.1.1
Sources of fraud and other irregularities reports

NES may receive reports of alleged fraud or other irregularities from the following sources: -

· employees

· patients or the public

· primary care contractors

· suppliers

· Police

· Counter Fraud Services

9.1.2
Employees
9.1.2.1   An employee should normally discuss any suspicions with his/her line manager. The employee may also, or instead, discuss the matter confidentially with the Director of Finance. The line manager and the Director of Finance will then agree on the next course of action. If, after consideration, the suspicion seems well founded the Director of Finance will inform the Chief Executive, the Internal Auditor and the reporting employee. The Director of Finance/Fraud Liaison Officer will then consult with CFS to ascertain whether the investigation will proceed on a criminal and/or civil/disciplinary basis.  
9.1.2.2 If an employee suspects his/her line manager, the employee should report the suspicions to someone more senior, or directly to the Director of Finance or may discuss the matter with the Chief Internal Auditor.  
9.1.2.3   An employee may use the CFS Fraud Reporting Line 08000 15 16 28 or report their suspicions (anonymously if desired) through the CFS Website on SHOW (www.show.scot.nhs.uk/fiu). Alternatively the employee may choose instead to contact the charity “Public Concern at Work” on 0207404 6609 or via their website – www.pcaw.co.uk, who would offer the employee advice on how to proceed.  
9.1.2.4   If the suspicion involves an executive director the matter should be reported to the Chair of the Audit Committee or the Chairman of the Board, or to Internal/External Audit.  
9.1.2.5   These reporting routes should be clearly defined in staff induction documentation and well publicised to existing staff.


9.1.3
Patients/Public/Primary Care Contractors/Suppliers/Police/CFS
9.1.3.1   The Board’s policy, in its Standing Financial Instructions, is that all allegations of fraud or other irregularities, from anyone other than a NES employee, should be made in the first instance to the Director of Finance or Chief Internal Auditor. If the suspicion involves an executive director the matter should be reported to the Chair of the Audit Committee or the Chairman of the Board.  
9.1.3.2   The CFS, through its Fraud Reporting Hotline and website, is another conduit for allegations of fraud and other irregularities. The Partnership Agreement makes it clear that any such allegations will be reported to the appropriate NES officer or director within 48 hours of notification to the CFS.  
9.1.3.3   The Director of Finance, Fraud Liaison Officer, or the Chair of the Audit Committee/Chairman of the Board will then consult with CFS to ascertain whether the investigation will proceed on a criminal and/or civil/disciplinary basis.  
9.1.3.4 These reporting routes should be clearly defined in patient information leaflets, contract documentation, and CFS publicity material.  
9.1.3.5   In all such internal and external documentation it should be noted that time may be of the utmost importance to prevent further loss to the Board.

9.1.4
Subject of Allegation
The allegation of fraud or other irregularity may be in respect of: -
· an employee
· a director of the Board
· an independent primary care contractor
· a patient
· a supplier

9.1.5
Criminal Prosecution
As noted above, in all cases the allegation of fraud or other irregularity will be discussed with CFS. If the case includes in it the potential to be prosecuted criminally, then CFS will lead the investigation.
9.1.5.1   If the allegation concerns an employee, the CFS will take account of the Board’s personnel policies and will consult with the Director of Human Resources in respect of relevant issues including suspension. Consultation in such circumstances is essential; no unilateral action will be taken by the Board, its employees and directors, or the CFS.

9.1.5.2   If the allegation concerns a director, the CFS will undertake all consultation with the Chair of the Audit Committee/Chairman of the Board and will involve the Director of Human Resources and Chief Internal Auditor, where appropriate. Where the allegation is in respect of an independent primary care contractor, a patient or a supplier, CFS will undertake all consultation with Director of Finance/ Internal Auditor. It is expected that the CFS will undertake all investigations, in co-operation with the Board’s internal auditors, in respect of primary care contractors, patients and suppliers. The procedures that will be followed by the CFS in all investigations are detailed in the Partnership Agreement.
9.1.6
Discipline or Civil Recovery

Where, following consultation between the Board and the CFS, an investigation limited to disciplinary/civil recovery action appears appropriate; the following sections outline the actions to be followed. Where the allegation is in respect of an employee, the Director of Finance/Fraud Liaison Officer will seek advice from the Director of Human Resources on whether to suspend a suspected employee or redeploy them temporarily at another site. Where the allegation is in respect of a director, the Chair of the Audit Committee/Chairman of the Board will involve the Director of Human Resources, where appropriate, in making any decision regarding suspension.  When taking action to suspend an employee or director it is important to communicate the reason for taking the action.
9.1.6.1   The person should be advised that they will receive full pay whilst on suspension, and should not return to the workplace nor contact their colleagues about the allegations until such time as allowed to do so by their employer. Where, however, due to the nature of the allegation, suspension is deemed inappropriate, e.g. it would alert the suspect and as such may lead to the destruction and removal of evidence, no action to inform the suspect that an investigation was taking place should be taken.

9.1.7
Involvement of the CFS in Disciplinary/Civil Recovery cases
The Board/CFS Partnership Agreement outlines where it may be possible to utilise some of the work carried out by the CFS in a criminal case for disciplinary or civil recovery proceedings. This will always be subject to approval from the relevant procurator fiscal and may require advice from the Central Legal Office. Subject to those caveats, the work done by CFS, particularly with respect to witness and suspect interviews, could reduce the work required by the Board’s investigation team.


9.1.8
Log of Fraud or other Illegal Acts

The Director of Finance/ Internal Auditor will enter details of all reported suspicions, including those dismissed as minor or otherwise not investigated. It will also contain details of actions taken and conclusions reached. The Audit Committee will review the log at least once each year and will report any significant matters to the Board of Directors. A recommended pro-forma log will be agreed nationally.

9.1.9
Internal Communications
The Director of Finance/Fraud Liaison Officer shall inform and consult the Chief Executive at the first opportunity in all cases of suspected fraud or where the incident may lead to adverse publicity. The Director of Finance/ Chief Internal Auditor shall notify the Audit Committee of all frauds discovered and also of all losses arising from any criminal or suspected offences.
9.2
Chart 2 – Discipline/Civil Recovery Case - Managing the investigation
9.2.1
Director of Finance to appoint an Investigation Manager
Normally the investigation manager would be the Internal Auditor. The circumstances of each case will dictate who will be involved and when. The following general guidance is intended to assist management in deciding the best course of action.
9.2.2
Diary of Events

The manager overseeing the investigation (referred to hereafter as the Investigation Manager) should initiate a Diary of Events to record the progress of the investigation. A recommended pro-forma Diary will be agreed nationally.
9.2.3
Has a criminal act taken place?

Although in preliminary discussions with the CFS, this question may appear to have been answered, in some cases this question may be asked more than once during an investigation. In practice it may not be obvious that a criminal act has taken place. However, if at any time during the investigation, a criminal act is believed to have occurred the agreed procedure involving the CFS must be invoked.

9.2.4
Internal Investigation

The internal investigation must determine the facts; whether disciplinary action is needed; what can be done to recover any loss; and what may need to be done to improve internal control to prevent the event happening again. In any investigation involving employees there should be close liaison with the Director of Human Resources. (see Appendix V)
9.2.5
Recovering a loss
Where recovering a loss is likely to require a civil action it will be necessary to seek legal advice. Such action should only be progressed under the authority of the Director of Finance.
9.2.6
Disciplinary/Dismissal Procedures
The Board’s disciplinary procedures must be followed in any disciplinary action taken by the Board towards an employee (including dismissal). This may involve the Investigation Manager in reporting formally the results of the investigation and recommending a disciplinary hearing to consider the facts.

9.3
Chart 3 – Gathering Evidence
9.3.1
The chart cannot cover all the complexities of gathering evidence; each case must be treated according to the circumstances, taking professional advice from the Central Legal Office if necessary.
9.3.2
Physical evidence
Upon taking control of any physical evidence, it is very important that a record is made of the time and place it is taken. If evidence consists of several items, for example many documents, each one should be tagged with a reference number corresponding to the written record. Care with evidence gathering is important as that which may initially be treated as a discipline case, could become a criminal prosecution.
9.3.2
Witnesses
If a witness to the event is prepared to give a written statement, it is best practice for an experienced member of staff to take a chronological record using the witness’s own words. The witness must be happy to sign the document as a true record, but the involvement of an independent person usually helps to keep the statement to relevant facts.
9.3.3
Director of Finance to consider if suspect should be interviewed
The Director of Finance will consider the preliminary report of the Investigation Manager and consider if the suspect should be interviewed. In this consideration the Director of Finance may consult others e.g. the Director of Human Resources and the Chief Executive.
9.4
Chart 4 – Interview Procedure
9.4.1
Interviewing the Suspect(s)
The Director of Human Resources may if appropriate accompany the Investigating Manager at interview in order to provide advice on the procedures to be followed. One person should ask the questions and the other should take complete and contemporaneous notes.
9.4.2
The suspect should be advised that he/she is entitled to be accompanied at the interview by a friend or other representative from a Trade Union/Staff Association or work colleague, who may observe proceedings and offer advice where necessary to the interviewee. Questions should be prepared beforehand, but it will always be important to probe the responses to particular questions by pursuing supplementary points. Leading questions (such as “you do open the post on your own, don’t you”) should not be asked. Closed questions, which have simple alternative answers, are useful for obtaining specific information. The procedure to be followed during the interview should be explained, including that notes will be taken. It should be made clear the interviewee does not have to answer any question but that if he/she does not, that fact will be recorded in the interview note. If it is necessary for notes to be written up in a neater and more legible form, this must be done immediately following the interview and signed and dated by the Investigating Manager and other interviewer. The original notes must be retained.
9.4.3
Within 48 hours of the interview, the interviewee should be asked to review the notes, and make any corrections that he/she considers are necessary. The Investigating Manager should then:
· consecutively number all pages
· cross through all blank spaces to demonstrate to the interviewee that nothing can be added subsequently
· sign each page of notes, together with the HR professional providing support
· enter the time the interview was conducted on the last page of notes
9.4.4
The interviewee should then be invited to sign and date the account of the interview, if he/she thinks it is a fair reflection of proceedings. Copies of the notes should not normally be made available to the interviewee until the investigation has been completed, and the way forward decided. It should be remembered that a manager has the right to ask an employee to account for his/her actions in respect of that employment.
9.4.5
If the employee refuses to answer questions on the grounds that he/she might incriminate him/herself, it is his/her right to do so. This should be confirmed. However the employee should also be informed that he/she may still be considered for disciplinary action including dismissal.
9.4.6
If it becomes clear in the course of an interview that the interviewee is likely to have been the perpetrator of a crime, or if he or she admits a criminal act, the interview should be halted at once, and the matter referred to the CFS for action. Care must be taken to avoid defamation. Where the interviewee makes a statement that conflicts with other evidence, this should be pointed out – to say “you’re lying” could be held to be oppressive.
9.4.7
All interviews must be conducted fairly. In particular comments such as “if you do not tell me the truth you will get the sack” must be avoided.  No form of physical restraint or force should ever be attempted. If, for example it is considered that the suspect may have Board property on his or her person or in his or her vehicle, then the interviewer should request the person to allow a search. If the suspect refuses and attempts to leave, no attempt should be made to stop him or her. The suspect should be advised that his or her non-cooperation will be noted and may result in disciplinary action being taken. If a criminal offence may have been committed and the person wishes to make a statement, then the CFS must be contacted immediately so that the statement can be made to them. Offers to resign, or to make restitution for losses should be recorded but should not be accepted during the interview.
9.4.8
Any relevant records that might assist the investigation should be collected. To prevent their destruction, the employee should be accompanied to his or her place of work to collect such documents or personal belongings. Any official property at home should be collected and, depending on the outcome of the interview, it may be necessary to restrict the employee’s access to Board’s buildings and records.  Please note that control over draft and final reports is crucial if the Board is to avoid the risk of potential libel actions. No report of an investigation or interview is to be made available in the first instance to any person other than the Director of Finance. The interview should end when:  
·  no explanation is given (and the person has been given ample opportunity to give one)
· an unsatisfactory explanation is given
· an admission is given
· a satisfactory explanation is given
9.5
Termination of the Investigation
9.5.1
The Board investigation should terminate when: 
· there is sufficient evidence for dismissal or other appropriate disciplinary action
· The Investigating Manager considers that reasonable steps have been taken to obtain information in support of the allegation, but sufficient evidence has not been produced.

9.6
Dismissal of Staff
9.6.1
Under UK employment legislation dismissal must be for a “fair” reason. The manner of dismissal must also be reasonable and the procedure fair. It is  therefore important that no employee should be dismissed without close consultation with the Director of Human Resources and in compliance with the Board’s disciplinary procedures. In these circumstances the Director of Human Resources will take into consideration guidance provided by the Central  Office.
9.6.2
The Director of Human Resource should be consulted about the subsequent provision of references for employees who have been dismissed or who have resigned following suspicions of a fraud.

9.7
Losses and Compensations Register
9.7.1
Guidance on losses and special payments is provided in Circulars 1985(GEN)17 and HDL(2002)23.  The delegated limits for approving the writing off of losses and special payments are detailed in the Board’s Standing Financial Instructions. 
10.
POST INVESTIGATION REVIEW
10.1
It will be important for the Divisional Director, in conjunction with the Chief Internal Auditor, to consider the lessons to be learned, e.g. how internal controls can be strengthened. Any lessons learned should be disseminated to the Service through the internal audit network or by using the CFS’ bulletins.
11.
INVOLVING THE COUNTER FRAUD SERVICES
11.1
Some managers may mistakenly be reluctant to involve the CFS in the belief that:
· they are only interested if the alleged criminal offence is greater than a specific £ value; the CFS are not interested because the potentially complex issues involved render little chance of a successful prosecution; or
· the Board prefers to deal with the incident themselves, in an attempt to minimise attention while implementing dismissal and pursuing recovery through civil action; or
· the CFS want hard evidence before they will pursue investigations, but when it is provided they advise that the rules of evidence have not been complied with; or
· The disciplinary process has to await a CFS investigation and/or prosecution.
11.2
Where there is any suggestion that a fraud or other irregularity has been perpetrated the CFS must be involved in any decision regarding the action to be taken.

11.3
The CFS through the Communications Manager may be able to advise on how to draft a statement to the staff or the press. 

12.
THE LAW AND ITS REMEDIES
12.1
Criminal law may impose sanctions on the accused for causing loss, while civil law may assist the Board to recover its loss. In Civil law the method of concealment (in the case of fraud) is unlikely to be a key factor in the value of compensation or the drafting of the statement of claim.
12.2
Criminal law now allows for the restraint (i.e. freezing) and confiscation of the proceeds of crime, following conviction. CFS, in conjunction with the police and fiscal service, will always press to have the full effect of the Proceeds of Crime Act 2002 applied whenever it is appropriate.
12.3
Subject to CFS obtaining approval from the procurator fiscal concerned, there is no reason why the criminal prosecution and civil process cannot be taken at the same time if the evidence supports such action.
13.

CIVIL LAW REMEDIES
13.1
The following is a brief description of some of the commoner civil law remedies.  It is not comprehensive and legal advice should be sought from the Central Legal Office before action is taken.
14.
MONIES HAD AND RECEIVED
14.1
The claim will refer to funds of the pursuer, which have been ‘had and received’ by the defender at the pursuer’s expense - and will seek their recovery.
15.
INTEREST
15.1
The pursuer may be entitled to interest on the amount lost, and there are claims for interest under court rules and statute.
16.
INTERDICT, ARRESTMENT OR INHIBITION
16.1
In some cases a court order can be used to freeze the assets of a person suspected of fraud or a person who has been convicted of a criminal offence in respect of their fraudulent activity. These procedures can be used to prevent the disposal of assets of the accused or defender.
17.
DAMAGES FOR DECEIT
17.1
A defender may become liable to the pursuer for damages arising out of the act, and if the pursuer can establish this liability he is entitled to be put back into the position that he would have been in if the act had not been committed. If successful, this claim may result in the award of damages beyond mere recovery of assets stolen.

NHSSCOTLAND COUNTER FRAUD SERVICES                                                                                         Appendix 1
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Appendix 2
1.
FRAUD LIAISON OFFICER – ROLES AND RESPONSIBILITIES
1.1
In fulfilling the requirements of the Partnership Agreement, the roles and responsibilities of the Fraud Liaison Officer will include:
1.1.1. Acting as first point of contact in all communications between CFS and their organisation.

1.1.2. Receiving information about suspected fraud within their organisation from staff or others and passing such information to CFS.

1.1.3. Notifying CFS of any suspected case of fraud within two working days of establishing the facts that give reasonable grounds for suspecting fraud.

1.1.4. Developing distribution network(s) within their organisation for receipt of information and quarterly/ad hoc reports from the CFS.

1.1.5. Ensuring that their Audit Committee and relevant Appointed Auditor is informed of the status of all current investigations.

1.1.6. Liaison with their organisational media officer, NHS National Services Scotland media officer and the CFS regarding any press enquiry about a fraud case.

1.1.7. Participation in a national risk assessment on the likelihood of fraud occurring within different health service disciplines.

1.1.8. Participation in national discussions with other Fraud Liaison Officers and the CFS on the development and revision of operational protocols.

1.1.9. Contributing to the fraud intelligence network through the supply of local knowledge.

1.1.10
Assisting CFS in obtaining locally held records for investigations into suspected fraud.

1.1.11
Nomination of (and notification to CFS) of a designated deputy.
Appendix 3

1.
LIST OF SPECIFIED OFFENCES

1.1
The remit of the CFS is limited to matters of loss by theft, dishonesty, deception and/or manipulation of documents/records where there is a loss to the NHSScotland. The following is a list of offences which, following the consultation process, the CFS may investigate:
1.1.1. Falsehood, Fraud and Willful imposition
1.1.2. Embezzlement
1.1.3. Corruption
1.1.4. Theft by fraud
1.1.5. Theft by omission
1.1.6. Other financial irregularities involving dishonesty or deception such as timesheet irregularities, sick leave irregularities, failure to declare gifts, breaches of NHS Circulars or Standing Financial Instructions or other accounting irregularities. 
1.2
This list is not exclusive, but contains only examples of the type of offence that may attract a CFS investigation.
1.3
In exceptional circumstances, or in the interest of the Service, but always as directed by the Accountable Officer, CFS will investigate the alleged commission of any of the specified offences where there is no direct loss to NHS funds e.g. patient or endowment funds. However, the employing NHS Board must intend to report the matter to the Police or the Procurator Fiscal in order to seek criminal proceedings.
1.4
Where an employee has been accused of theft, which does not involve the type of offences listed above, the matter will be reported to the Police or Procurator Fiscal, and any investigation is to be left up to the Police, in accordance with current practice.
Appendix 4
1.
HUMAN RESOURCES PROTOCOL


1.1
APPLICATION OF SANCTIONS – HR/CFS COMPLEMENTARY POLICIES


Discipline policies and procedures for NHSScotland employees (members of the medical and dental professions excepted) follow a common structure. In accordance with the PIN Guideline Management of Employee Conduct, where the actions of an employee are such that it is considered to be appropriate to invoke the disciplinary procedure, no disciplinary action will be considered until a thorough investigation has been carried out, and a manager will be identified to undertake the investigation.

1.2
Following consultation with the HR and Partnership Forums, it has been agreed that:  
1.2.1
Where the actions of the employee are such that the employing NHS Board considers that the disciplinary procedure should be invoked; and
1.2.2
there is a suspicion that the action of the employee may amount to the commission of a specified offence (see Appendix 3) and criminal sanctions are to be sought the CFS will conduct the investigation in line with the local NHS Board disciplinary procedures.
1.3
The responsibility of the CFS in discipline terms would be limited to the scope of the actions currently undertaken by the appointed “investigating manager” in interviewing witnesses and recording witness statements. However the CFS will not interview the employee under investigation as part of that discipline procedure. This disciplinary interview would remain the responsibility of Management and Human Resources Department of the employing NHS Board. None of the foregoing would affect the rights of CFS to conduct a criminal suspect interview at the conclusion of the criminal investigation.
1.4
The rationale behind this agreement is that where such allegations would in any event be referred to the CFS for criminal investigation, there seems to be no reason for witnesses to be interviewed twice, i.e. by CFS and by the appointed manager conducting the discipline procedure. All statements recorded by CFS can be used in disciplinary, civil and criminal proceedings; and subject to agreement from the Crown Office and Procurator Fiscal Service will be released to the investigating manager for presentation to the disciplining manager at the appropriate hearing.
1.5
It is therefore agreed that where the PIN Guideline states that, “A manager will be identified to undertake the investigation…” NHS Boards should consider including within their local disciplinary procedures the following provision:  “where a specified offence is suspected and criminal sanction is to be sought, the CFS will undertake the investigation…”

1.6
The CFS investigators will remain bound by the principles of the PIN Guidelines detailing the investigation of disciplinary allegations, including reference in particular to the prompt gathering of all relevant facts; witnesses being accompanied at interview by union/professional organisation representative, or a colleague not involved in the investigation; notification to witnesses that statements may be used as evidence in disciplinary hearings.
1.7
In addition it was agreed that NHS Boards should consider including provisions to the following effect in their local disciplinary procedures:

1.7.1
Reporting of the result of any disciplinary cases to the press should be limited to the result of the case without reference to the specific allegation, as this may affect the right of the individual to a fair (criminal) trial.
1.7.2
All statements to include the written declaration from the witness that they have made the statement in the knowledge that it could be used in disciplinary, civil or criminal cases.
1.7.3
The information exchange would be a one-way process. CFS would interview witnesses and would disclose statements to HR leads but would not be involved in the (discipline) interview of the individual nor would CFS have access to the transcript of that interview.
2.
DISCIPLINARY HEARINGS
2.1
In every case where it is proposed to proceed to a disciplinary hearing whilst there is a criminal case pending based on the same or related allegations, the advice of Central Legal Office/external equivalent is to be sought before proceeding. There is no requirement under the criminal law for staff to be retained on full pay pending the criminal case. However, it may be considered inappropriate to proceed with a disciplinary hearing if the individual concerned declines to attend. In every such case, CLO/external equivalent will advise on whether the evidence is in itself sufficiently strong and compelling to justify dismissal in absentia, if necessary. In practice, such action will be the exception rather than the rule.
3.
SUSPENSION
3.1
This is not a disciplinary sanction and is a neutral act and would normally only be considered where the behaviour alleged would if proved, constitute an offence of a serious nature and time is needed to investigate the circumstances further. The employee must be informed of the reason for the suspension against which there is no appeal.
3.2
It is proposed that where there is to be an investigation by CFS, the health board should where practicable, consult the CFS prior to suspending any member of staff. It must be stressed that CFS are not proposing that they take any part in the decision as to whether or not suspension is appropriate. Rather CFS would seek to be in a position to make recommendations about the timing of the suspension in the interest of securing the integrity of any potential evidence. Where the suspension takes place outside of standard office hours, CFS should be notified as soon as possible thereafter.
3.3
For example, if the alleged offence concerned conduct within NHS premises, such as payroll fraud or improper application of tendering regulations, and the decision to suspend had been taken, CFS may recommend that the individual be escorted from the premises in order that evidence could not be tampered with.
3.4
If however the allegation concerned the theft of property, CFS may recommend that it was more appropriate to reasonably delay the suspension in order to enable the searching (under warrant) of the garage (for example) at the home of the individual concerned.
3.5
It is recognised that this document may require review in light of experience and HR leads are encouraged to engage with CFS in identifying proposals for future amendments to this protocol.
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