FairWarning®

We want to give you FairWarning®. 
The FairWarning® system has been live in NHS Ayrshire and Arran since 1 October 2013 and detects potential instances of unauthorised access to patient information held within electronic information systems.
Through the FairWarning® system, NHS Ayrshire & Arran is able to identify and investigate instances of unauthorised accesses to patient information. 

This leaflet is to inform you of the use of the FairWarning® system within NHS Ayrshire and Arran and to remind you of your responsibilities when accessing patient information.  

Your responsibilities

Patients expect that you and NHSScotland will keep the information held about them confidential.  As a member of NHS staff, you may have privileged access to patient information. All staff are contracted to follow the Protecting Patient Confidentiality NHS Scotland Code of Practice.  

You have a responsibility to access only the information which you need to know in order to carry out your legitimate duties
As a registered medical practitioner you are held personally and professionally accountable in line with standards of conduct, ethics and performance as set out in GMC Good Medical Practice and are required to adhere to these. 
Examples of unauthorised access to patient information include:
The undernoted are intended as examples of unauthorised access but are not exhaustive.

· Accessing the records of people of media interest: unauthorised or unnecessary examination of the records of people in the public eye – for example, footballers or sports stars, politicians, criminals, media personalities or people who have featured in the press.

· Accessing patient information where you do not have a legitimate reason for doing so: This might include accessing the records of colleagues, friends, your children, other family members or neighbours. This access may be malicious and / or simple curiosity. It may even be at the request of the individual. All represent unauthorised access and constitute a breach which will be flagged by the FairWarning® system.  

· Accessing your own record: You must make a Subject Access Request under the Data Protection Act if you want to access your own information. If you need to check or change an appointment you should not access your record to do this but rather call the Referral Management Service on 01563 827070. 

· Logging on as someone else: using the login of another member of staff, even in the course of treating a legitimate patient, constitutes a breach of NHS Ayrshire and Arran’s Appropriate Use of IT Facilities Policy (access on A&A Intranet). 
FairWarning® allows NHS Ayrshire & Arran to: 
· detect potentially unauthorised access to electronic systems which hold patient information;

· simplify the analysis of audit files;
· make it easier to generate reports;
· highlight unusual or suspicious activity for further investigation;
· enable investigation of accesses to specific patients’ records; and
· enable investigation of accesses made by specific members of staff.
ALL activity within electronic systems, including patient searches and demographic look-ups is logged and is subject to analysis using FairWarning®

In the event of unauthorised access
Where unauthorised access is identified this will be investigated and if proven will be regarded as a breach of the Data Protection Act, which constitutes gross misconduct under NHS Ayrshire and Arran’s Management of Employee conduct policy.  This could result in serious disciplinary action being taken, and may also result in referral to the GMC.
If in Doubt……
If you are unsure as to whether access may constitute a breach and cannot obtain advice, ask this simple question:  Q: Do I need this information to carry out my legitimate clinical duties   A: No -  don’t access it ! 

Useful links:

The following links can be copied into your web browser to enable you to access referenced documents within this information leaflet.  
GMC Good Medical Practice – Confidentiality 

http://www.gmc-uk.org/guidance/ethical_guidance/confidentiality.asp
Protecting Patient Confidentiality – NHS Scotland Code http://www.knowledge.scot.nhs.uk/media/CLT/ResourceUploads/4011563/Revised%20Code%20of%20Confidentiality%20-%20Final.pdf
Accessing Personal Information on Patients and Staff:  A Framework for NHSScotland
http://www.ehealth.scot.nhs.uk/wp-content/documents/Access-Framework-July-2011.pdf
Further information
For more information on patient confidentiality and the FairWarning® system, contact Information Governance on 01292 513693 or email informationgovernance@aapct.scot.nhs.uk. 
